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Abstract
Purpose – Despite concerns about digital privacy, little is known about emotional distress about data
hacking and surveillance incidents. The purpose of this paper is to examine variables predicting anxiety
about data hacking, and the role that such anxiety and other potentially important variables have in
explaining the use of digital privacy protection behavior.
Design/methodology/approach – In total, 305 participants from an online labor market were sampled who
frequently use the internet, surveyed about recent anxiety (using the Generalized Anxiety Disorder-7 scale
(GAD-7)), anxiety about data hacking (GAD-7, in reference to data hacking), and issues of digital privacy:
news exposure, perceived importance, self-efficacy, protection behavior, and previous hacking victimization.
Findings – Profession (information technology-related) moderated the symptom structure for recent anxiety,
but not data hacking anxiety. Using structural equation modeling, prior hacking victimization predicted
anxiety about hacking. Digital privacy protection behavior was related to hacking anxiety and privacy self-
efficacy. Data hacking anxiety mediated relations between hacking victimization and privacy protection.
Privacy self-efficacy mediated relations between news exposure to hacking incidents and privacy protection.
Research limitations/implications – Limitations include the self-report nature of the instruments, and
use of a selective, non-random sample.
Practical implications – Results highlight knowledge, self-efficacy, and threat appraisal among IT
managers in motivating better digital security practices.
Originality/value – This is the first study using a standardized instrument of anxiety to examine distress
about hacking and predictors of digital privacy protection behavior.
Keywords Information technology, Social media, Privacy, Anxiety, Electronic communication,
Psychological stress
Paper type Research paper

Introduction
“Information privacy” – more specifically, digital privacy – has been defined as an interest
held by individuals to control or influence how their private information is used
(Pavlou, 2011; Smith et al., 2011). Digital privacy is often conceptualized from a value-based
perspective, with the assumption that people have the legal and/or ethical right to keep their
data safe. Additionally, this construct has been conceptualized as a commodity that may be
bought or exchanged (Pavlou, 2011). However, context is important to the notion of digital
privacy, which is defined and experienced differently depending on the specific culture
studied, context, and situation.
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“Information privacy concern” – specifically, about digital privacy – is often defined by
the perception of losing control of one’s personal information, with possible secondary use
by others parties (Beĺanger and Crossler, 2011; Pavlou, 2011). Other conceptualizations
include dimensions of apprehension regarding data collection, unauthorized secondary use,
improper data access, and errors (Malhotra et al., 2004). Recent non-academic surveys
demonstrate widespread concern about digital privacy. In a US survey, 91 percent of
respondents reported concern regarding losing control over how their electronic data are
collected and used (Kedmey, 2014). Another US survey found that more than half of
respondents reported concern about sharing private data through social media and
messaging platforms (Madden, 2014, November 12). Also, in a global survey of 23,000
respondents in 24 countries, 80 percent of those surveyed reported concern about hacked
online accounts and unauthorized companies selling personal data (Centre for International
Governance Innovation & IPSOS, 2014). Moreover, several academic studies investigated
digital privacy concern about electronic data (Oulasvirta et al., 2014), including with social
networking sites (SNS) (Nemec Zlatolas et al., 2015; Osatuyi, 2015), and smartphones
(Kang and Shin, 2016; Mamonov and Benbunan-Fich, 2015). Other specific privacy concerns
that have been examined include keystroke loggers, physical exercise data monitoring,
video surveillance (Oulasvirta et al., 2014), and geo-location data leaks (Mamonov and
Benbunan-Fich, 2015). Reactions to such digital privacy concerns involve measureable
outcomes, such as decreased self-disclosure and online purchasing (Smith et al., 2011).

There are numerous contemporary threats to digital privacy. Threats to digital privacy
include vulnerability of financial data among consumers (Bohannon, 2015; Elbeltagi and
Agag, 2016), private location data leaked from smartphone apps (You, 2015), vulnerabilities
in personal data stored in the cloud (Chou, 2013), and data mining from government entities
and corporations (Bettini and Riboni, 2015). A more recent threat involves vulnerabilities in
the internet of things, whereby a user’s connected devices (e.g. low energy Bluetooth, Zigbee,
remote thermostats) can be exploited (Li et al., 2016). Such threats can cause economic and
social abuse, censorship, discrimination and compromised individual autonomy
(Acquisti et al., 2015), as well as technological consequences including denial of services
and spoofing attacks, for example, theft of personal and social data such as private health
information (Li et al., 2016). Consequently, recent national surveys in the USA, for example,
have demonstrated that about half of the population has been victim to internet hacking
recently, with unauthorized access to such personal data as names, addresses, birthdates,
and credit card information (Pagliery, 2014; Yadron, 2014). Other sources of data also find
support for unprecedented rates of electronic data hacking incidents (Ayyagaria, 2012;
Liu et al., 2015; Posey Garrison and Ncube, 2011), affecting millions of people around the
world, and with growing financial costs to businesses ($4 million per incident) and
consumers (Poneman Institute, 2016). It is noteworthy to mention that perceptions of
security and privacy threats appear to inhibit use of such services (Thakur and Srivastava,
2014). Additionally prevalent is warrantless, government electronic surveillance
(Greenwald, 2014; Landau, 2013). However, we focus on data hacking, as preventing
government surveillance is not possible.

Despite concerns about digital privacy, people are not adequately engaging in digital
privacy protection (Hofstra et al., 2016; Litt, 2013; Matthews, 2012; Shillair et al., 2015).
Digital privacy protection behavior can involve limiting the provision of information
disclosed online, as well as taking private action (e.g. personal boycott of an online retailer),
and public action (e.g. soliciting assistance from consumer advocate groups, or legislative
action) (Son and Kim, 2008). Surveys demonstrate that only about 10 percent of individuals
are using adequate methods for digital privacy protection, such as encryption, virtual
private networks, proxy servers, or onion routers (Madden and Rainie, 2015, May 20).
Comprehensive models for digital privacy protection have been studied at the information
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management level as well (Nazareth and Choi, 2015). Some factors inhibiting digital privacy
protection include inadequate employer privacy policies (Beĺanger and Crossler, 2011), lack
of knowledge, uncertainty, and normative behavior (Acquisti et al., 2015). Additionally,
oversharing personal information on social media is a contemporary problem. Moreover,
inadequate digital privacy protection may drive information privacy concerns.

Specifically, because many individuals lack the necessary technology skills to engage in
digital privacy protection (Acquisti et al., 2015), without feeling adequately protected, they
can experience clinical anxiety about data hacking. The relationship between anxiety and
motivation is well established, by which anxiety may drive or disrupt protection behavior
that would be aimed to reduce such anxiety (Crocker et al., 2013). The study of “anxiety”
related to information privacy helps precisely quantify the more severe, clinical emotional
distress beyond studying the more normative phenomenon of “concern.” Two studies have
examined anxiety about digital privacy. First, Chai et al. (2009) examined emotional distress/
anxiety about electronic data hacking, finding among 285 adolescents that being victim of a
hacking incident significantly predicted anxiety about possible future hackings. Second, in a
community survey of 304 adults from Amazon’s Mechanical Turk (Mturk), Elhai and Hall
(2016) found anxiety about data hacking to be high, distinct from baseline anxiety, and
unrelated to demographic characteristics.

Aims
The prior relevant studies by Chai et al. (2009) and Elhai and Hall (2016) did not use
standardized, validated clinical instruments to assess anxiety about electronic data hacking.
In the present paper, our aim is to test the role of several variables for their role in explaining
anxiety about data hacking, using validated clinical instruments of anxiety, as well as
explaining the use of digital privacy protection behavior. First, data hacking anxiety’s
symptom structure is tested, in forming a latent data hacking anxiety variable. Additionally,
predictors of hacking anxiety are assessed. The purpose is to use the existing model of data
hacking anxiety and digital privacy protection behavior tested by Chai et al., but adding the
standardized assessment of anxiety. Because of the high rates of data hacking, concerns
about such hacking, and inadequate digital privacy protection used by society, this study’s
focus on understanding the causes and consequences of associated anxiety is important.

Theoretical background
There are numerous research streams and associated theories that have been used to model
digital privacy protection behavior. One notable theory is privacy calculus theory (PCT). This
theory suggests that individuals perform a risk-benefit analysis in determining whether to
disclose personal information (Culnan and Armstorng, 1999). In arriving at a decision to disclose
personal information online to a company, for example, an individual would consider perceived
benefits such as coupons or discounts for retail services. However, the individual would also
weigh the risks of disclosing such information, including, for example whether the company
shares personal information to outside parties. PCT involves many psychological factors that
influence an individual’s decision-making process (Li, 2012). Cheung et al. (2015) used PCT, and
discovered that perceived benefits and social influence drove self-disclosure on SNS. Perceived
privacy risk did not inhibit SNS self-disclosure, possibly due to decreased knowledge of privacy
risks, or such costs being offset by perceived benefits (Cheung et al., 2015). PCT has the
advantage of parsimony in explaining decision making based on benefit and risk calculation,
however it assumes that the individual uses a systematic risk-benefit decision-making process
in arriving at conclusions.

Prospect theory (PT) is a related theory, focusing on how individuals arrive at decisions
when risk is involved (Kahneman and Tversky, 1979). In contrast to PCT, PT assumes that
in estimating possible gains or losses, people use heuristics to arrive at such decisions.
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And such heuristics can involve distortions in probability estimation based on an
individual’s risk-averse or risk-seeking behavior (Tversky and Kahneman, 1992). Using PT,
Schneier (2013) argued that people generally do not enhance their electronic privacy
protection until they become the victim of a data hacking incident. Furthermore, the other
important motivator of electronic privacy protection is whether such privacy is a salient,
relevant, or important issue for the individual (Schneier, 2013). Such salience may involve,
for example, sensitive online financial transactions where privacy risks are high and
important (Bansal et al., 2016). PT has the advantage of conceptualizing the decision-making
process as heuristic, but neglects to include a comprehensive set of additional causal
influences in generating the final decision.

Finally, protection motivation theory (PMT; Rogers, 1983) proposes that people protect
themselves based on perceptions of: severity of the threatening event, vulnerability to that
event, response efficacy (i.e. belief that implementing a behavioral response will reduce the
threat), and self-efficacy (i.e. belief in one’s ability to perform the behavioral response). PMT
is widely used in predicting health risk behaviors (see meta-analysis by Floyd et al., 2000).
However, PMT’s application to digital security issues has been less widely studied, with a
few examples involving network security threats (Ifinedo, 2012), as well as computer
spyware ( Johnston and Warkentin, 2010) and malware (Shillair et al., 2015). PMT’s primary
advantage is the elegant conceptualization of a comprehensive set of factors (biological,
cognitive, psychological, historical) that can influence decision making regarding privacy
protection behavior. For this reason, we chose PMT to conceptualize our study.

Research model
Chai et al. (2009) used PMT’s focus on fear appeals inducing behavior change, and applied
this concept to understanding how information privacy concern can influence digital
privacy protection behavior. The authors sampled 285 pre-teens and early teenagers from
the USA. Specifically, Chai et al. (2009) tested a fully latent structural equation model (SEM)
to explain anxiety about data hacking and associated digital privacy protection behavior.
The authors also emphasized the importance of additional social-cognitive variables
influencing privacy protection, including cognitive (e.g. news exposure), and affective
(anxiety) variables. Chai et al. found support particularly for cognitive and environmental
variables accounting for digital privacy protection behavior.

We chose to examine our research questions using Chai et al.’s (2009) model because of
the inclusion of PMT, which is directly relevant to understanding information privacy
concern and protection behavior. Furthermore, because Chai et al. included social and
cognitive variables, their resulting model comprehensively assesses the potential influences
in information privacy concern and digital protection behavior. Other papers have used
similar models (Ifinedo, 2012; Johnston and Warkentin, 2010; Shillair et al., 2015), modeling
only digital privacy protection behavior and excluding anxiety about data hacking.

We propose that additionally, perceived importance of digital privacy should predict
hacking anxiety, based on Schneier (2013) and PMT (Rogers, 1983), an unspecified path in
Chai et al.’s (2009) study. This model predicting anxiety about data hacking is displayed in
Figure 1 (“hacking anxiety model”), along with both news exposure about data hacking and
digital privacy self-efficacy from Chai et al.’s model predicting privacy importance. By
taking the model depicted in Figure 1 and adding digital privacy protection behavior as a
dependent variable, we arrive at Figure 2 (“digital privacy protection model”). This revised
model adds to model in Figure 1 by specifying predictors of privacy protection including:
privacy importance, privacy self-efficacy, hacking victimization, and data hacking anxiety.
Chai et al. also included external data breach anxiety from parents, teachers and peers in
their model, as a second-order latent factor. We did not include such a variable in our study
of adults, which would be more appropriate for adolescents, as in their study.
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Perceived
importance of
online privacy

Self-efficacy about
online privacy

News exposure
about data
breaches

Victim of hacking
Data

breach
anxiety

Notes: Rectangles denote observed variables, while the oval denotes a latent variable.
The diagonal dashed line represents the news exposure→perceived importance→data
breach anxiety indirect effect. The horizontal dashed line represents the hacking
victimization→self-efficacy→data breach anxiety indirect effect

Figure 1.
Hypothesized model

explaining data
breach anxiety

Perceived
importance of
online privacy

Self-efficacy about
online privacy

Digital privacy
protection behavior

News exposure
about data
breaches

Victim of hacking
Data

breach
anxiety

Notes: Rectangles denote observed variables, while the oval denotes a latent variable.
The horizontal dashed line represents the news exposure→self-efficacy→privacy
protection behavior indirect effect. The diagonal dashed line represents the hacking
victimization→data breach anxiety→privacy protection behavior indirect effect

Figure 2.
Hypothesized model

explaining data
breach anxiety and

digital privacy
protection behavior
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Hypotheses
Data hacking and anxiety about hacking
Being victim to data hacking can be considered a perceived vulnerability factor within PMT
(Rogers, 1983) that should lead to increased hacking-related threat appraisal. In PMT,
without severe enough perception of vulnerability, the resulting threat appraisal can involve
physiologically based fear arousal (Rogers, 1983). As such, prior hacking victimization
should lead to subsequent anxiety about future data hacking. Research demonstrates that
other types of victimization often cause anxiety and fear about future victimization
(reviewed in Jovanovic and Ressler, 2010). In fact, victims of data hacking report higher
threat perceptions and digital privacy concern (Lee and Lee, 2010). And Chai et al. (2009)
found associations between hacking victimization and data hacking anxiety. Therefore,
based on these justifications we proposed the following hypothesis:

H1. Having past exposure as a victim of electronic data hacking should be associated
with anxiety about data hacking.

Privacy importance and anxiety about data hacking
Perceived importance of a threat raises the salience of this issue’s concern, which can
boost perceived threat appraisal in PMT (Rogers, 1983), discussed by Schneier (2013). Salience
and perceived importance of a risk-prone or fearful stimulus are notable variables that can
occupy an individual’s thoughts and cause worry and anxiety (Coles et al., 2007), which fits
with the physiological fear arousal conceptualized in PMT (Rogers, 1983). Moreover, perceived
importance of digital privacy relates to increased digital privacy concern (Dinev et al., 2012).
Thus, based on this rationale, we propose the following hypothesis:

H2. Perceived importance of digital privacy should be related to anxiety about
data hacking.

Anxiety about data hacking and digital privacy protection behavior
Digital privacy protection here should serve as a strategy to offset anxiety about data
hacking. Within PMT, the perception of severe threat should motivate protection behavior
(Rogers, 1983). Greater severity of the perceived threat is associated with a greater
likelihood of engaging in protection behavior (Rogers, 1983). Alleviating fear and anxiety
through protective or safety behavior is supported by research (Rachman et al., 2008;
Salkovskis et al., 1999). In fact, perceptions of threat and damage about data hacking appear
to influence digital privacy protection behavior (Lee and Lee, 2010; Mohamed and Ahmad,
2012). Additionally, Chai et al. (2009) found an association between data hacking anxiety
and digital privacy protection behavior. Additionally, Ifinedo (2012) discovered that
perceived data security vulnerability predicted intentions to use digital privacy protection
behavior. With this justification, we therefore propose the following hypothesis:

H3. Anxiety about data hacking should relate to the use of digital privacy
protection behavior.

Self-efficacy and digital privacy protection behavior
According to PMT, self-efficacy involves knowledge of, and confidence in, applying
protection behavior, and is associated with actually engaging in protection behavior
(Rogers, 1983). Self-efficacy in engaging in protection behavior can be hampered by costs of
applying the behavior, such as difficulty, inconvenience, complexity, and unpleasantness
(Rogers, 1983). Research supports self-efficacy as a predictor of behavior change (reviewed
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in Floyd et al., 2000). Prior work has revealed that perceived self-efficacy of digital protection
predicts intentions or use of digital privacy protection behavior (Chai et al., 2009; Johnston
and Warkentin, 2010; Lee et al., 2008). Thus we propose this hypothesis:

H4. Perceived self-efficacy about digital privacy protection should be associated with
digital privacy protection behavior.

Explaining relations between hacking victimization and privacy protection use
Previous data hacking victimization on its own may not serve as a variable influencing
digital privacy protection, without intervening cognitive or emotion variables such as
anxiety about data hacking. PMT incorporates perceptions of threat appraisal and
vulnerability to help explain whether one protects him/herself, considered “cognitive
mediating processes” within PMT (Rogers, 1983). In fact, anxiety and fear are motivating
factors in protection behavior after a stressor (Rachman et al., 2008; Salkovskis et al., 1999),
also found with regard to data hacking and digital privacy protection behavior (Lee and Lee,
2010). Thus we propose the following hypothesis:

H5. Anxiety about data hacking should mediate relations between prior hacking
victimization and digital privacy protection use.

Explaining relations between news exposure to hacking and privacy protection
In PMT, self-efficacy is important in implementing a behavior (Rogers, 1983). Again, self-
efficacy predicts behavior change (reviewed in Floyd et al., 2000). Shillair et al. (2015) found
that it was not enough to learn about digital privacy protection, but rather perceived
knowledge and skill were important in accounting for digital privacy protection use. Thus
we propose the following hypothesis:

H6. Privacy self-efficacy should mediate relations between exposure to news about data
hacking and digital privacy protection behavior.

Method
Instruments
Demographics. The web survey first inquired about demographic characteristics, such as
age, gender, and educational level.

Next, we inquired about our primary variables of interest. These items are listed in
Table I, along with item means and standard deviations (percentages for categorical
variables). Internal consistency reliability estimates for the anxiety-related measures are
also provided in Table I.

Generalized Anxiety Disorder-7 scale (GAD-7). To assess recent (past two weeks) anxiety
and worry, we used the self-report GAD-7 (Spitzer et al., 2006). Ratings are indicated on a
four-point Likert-type frequency scale. However, we used an intensity scale (0¼ “not at all,”
1¼ “a little bit,” 2¼ “moderately,” 3¼ “quite a bit,” and 4¼ “extremely”) to later inquire
about perceived anxiety intensity about data hacking. The GAD-7 demonstrates high
reliability and consistency (Spitzer et al., 2006). A one-factor model best characterizes the
GAD-7 (Dear et al., 2011; Ryan et al., 2013; Spitzer et al., 2006). The GAD-7 has good
convergent validity against other anxiety measures (Spitzer et al., 2006). We calculated
GAD-7 total scores.

GAD-7-HACK. Subsequently, a brief description was provided about recent electronic
data hacking, with news media examples. The GAD-7 was re-administered, instructing
respondents to respond by how bothered they are by these symptoms when thinking about
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n (%)
Yes

n (%)
No

Hacking victimizationa 141 (46.8) 160 (53.2)
“Have you ever had any of the following incidents happen to you?”

1. Information/data accessed from your computer, phone, etc., by someone not authorized
to do so 55 (18.3) 246 (81.7)

2. Your email compromised, hacked, or broken into 96 (31.7) 207 (68.3)
3. Your social media account compromised, hacked, or broken into 63 (21.0) 237 (79.0)

Online protection behaviors (α¼ 0.72)
“Do you use any of the following?”

1. Password/PIN, visual code or fingerprint lock on your smartphone 198 (65.6) 103 (34.1)
2. Password/PIN, visual code or fingerprint lock on your tablet 125 (41.1) 174 (57.2)
3. Password/PIN, visual code or fingerprint lock on your computer 214 (70.9) 87 (28.8)
4. Encryption on your computer or USB/flash drive 101 (33.3) 187 (61.7)
5. Virtual private network (VPN) or TOR 97 (31.9) 178 (58.6)
6. Encrypted email 84 (27.8) 189 (62.6)
7. Self-destructing messaging 26 (8.6) 267 (88.1)
8. Two-factor authentication for a mobile phone (requiring that you log in with a username
and password and also a special temporary code sent to you by text or through an
authentication app) 82 (27.2) 210 (69.8)

M SD
Digital privacy importanceb

How important is it to keep your personal information and data private from others (e.g.
e-mails, texts, photos, and documents on your electronic devices)? 6.12 1.17

Electronic privacy self-efficacyb

How capable are you at keeping your personal information and data private from others (e.g.
e-mails, texts, photos, and documents on your electronic devices)? 5.89 1.13

News exposure about data breachesb

How much have you heard or learned about electronic data breaches in the news? (By news
we mean national, international, regional/local news and other topical events accessed via
radio, TV, newspaper or online) 3.44 0.92

Generalized Anxiety Disorder-7 scale (α¼ 0.93) 7.41 6.38
“Over the last 2 weeks, how much have you been bothered by the following problems”?

1. Feeling nervous, anxious or on edge 1.14 1.02
2. Not being able to stop or control worrying 1.01 1.13
3. Worrying too much about different things 1.17 1.15
4. Trouble relaxing 1.21 1.14
5. Being so restless that it is hard to sit still 0.80 1.02
6. Becoming easily annoyed or irritable 1.23 1.08
7. Feeling afraid as if something awful might happen 0.83 1.10

Generalized Anxiety Disorder-7 scale, adapted for hacking anxiety (α¼ 0.95) 4.42 5.92
“Recently in the news, there have been several high profile internet account hacking incidents.
People have had their email, cloud accounts, social media accounts, banking and other
internet accounts hacked, as well as sensitive/nude photos released. These incidents are
known as ‘electronic data breaches.’
When thinking about these types of electronic data breaches happening to you, how much are
you bothered by the following problems?”

1. Feeling nervous, anxious or on edge 0.97 1.00
2. Not being able to stop or control worrying 0.55 0.97
3. Worrying too much about different things 0.60 0.95
4. Trouble relaxing 0.56 0.95
5. Being so restless that it is hard to sit still 0.47 0.97
6. Becoming easily annoyed or irritable 0.61 0.95
7. Feeling afraid as if something awful might happen 0.66 1.00

Notes: aCoefficient α was not computed for this measure because we did not use a summed score for these items;
instead, we constructed a variable for hacking victimization involving a positive endorsement of at least one of these
items; bvariable is a single-item construct, for which it is not possible to calculate coefficient α

Table I.
Means and standard
deviations (or
percentages, when
appropriate) for the
primary measures;
and reliability of the
measures using
summed scores
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such data hacking (assessing data hacking anxiety, which we will refer to as GAD-7-HACK).
A total score was used for this variable (but individual item responses in SEM).

Digital privacy importance. We queried digital privacy importance, asking “How important
is it to keep your personal information and data private from others (e.g. emails, texts, photos,
and documents on your electronic devices)?” Item wording was adapted from Chai et al. (2009),
using a Likert scale (1¼ “not at all” to 7¼ “very much”). Chai et al. found that this item loaded
strongly ( β¼ 0.79) onto their latent construct of perceived privacy importance.

Electronic privacy self-efficacy. We inquired about data privacy self-efficacy, asking “How
capable are you at keeping your personal information and data private from others (e.g. emails,
texts, photos, and documents on your electronic devices)?” This item was adapted from Chai
et al. (2009), using a Likert scale (1¼ “not at all” to 7¼ “very much”). Chai et al. discovered that
this item loaded strongly (β¼ 0.78) onto a latent construct of privacy self-efficacy.

Data hacking news exposure. We queried news exposure about data hacking, inquiring
“How much have you heard or learned about electronic data breaches in the news? (By news
we mean national, international, regional/local news and other topical events accessed via
radio, TV, newspaper or online).”We adapted this item from Newman and Levy (2014), and
used a five-point Likert scale (0¼ “not at all” to 4¼ “quite a lot”).

We also asked about electronic devices (e.g. computers, mobile devices) and online
services used (e.g. social media, video calling, instant messaging).

Digital privacy protection behavior. We further inquired about electronic security services
used, measuring the number of digital privacy protection behaviors reported, counting
phone, tablet, and computer passwords, computer encryption, virtual private network,
encrypted e-mail, self-destructing messaging, and two-factor authentication[1] – all of which
are highly recommended for staying safe online (Bettini and Riboni, 2015; Kotfila, 2014;
Matthews, 2012).

Data hacking victimization. Participants were asked about past data hacking
victimization regarding unauthorized access to data, e-mail, and social media. We
constructed a single variable reflecting endorsement (“Yes” or “No”) of any of these items.
These items correlated with each other, ranging from r¼ 0.26 to r¼ 0.27.

Participants and procedure
In Spring 2015, participants were recruited from Amazon’s Mturk system, an internet labor
market. Mturk was chosen for recruitment to obtain likely avid technology and internet
users, thus at some risk for data hacking. We described the Mturk study as a 15-minute
survey on experiences with mobile devices and web services, offering 50 cents
compensation. The study was open to adults (age 18+; using Mturk’s identity
verification), English speaking, in North America (verified by online screening).

In total, 321 people signed up for the study, routed to an online consent statement and
web survey. Among these participants, 17 were disqualified for living outside the USA, or
skipping most items. Thus, 304 subjects provided usable data. Participants were credited
via their Amazon Payments accounts.

Table II includes a presentation of demographic characteristics. The table demonstrates
that the sample’s average age was in the early thirties, with several years of college education.
Additionally, the sample was mostly Caucasian but with some minority representation,
employed, and with a generous proportion of participants being digitally well-connected.

Analyses
A one-factor confirmatory factor analysis (CFA) of data hacking anxiety items (GAD-7-
HACK) was first tested with Mplus 7.3 software, to create a single latent construct of
hacking anxiety. Items were treated as continuously-scaled, using maximum likelihood
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estimation with robust standard errors (MLR) and the Yuan-Bentler (Y-B) χ2 statistic (Yuan
and Bentler, 2000).

We used invariance testing (Meredith, 1993) to further test the validity of this data
hacking construct (using GAD-7-HACK items). We assessed measurement differences in
data hacking anxiety based on gender as a moderator, because women may value digital
privacy more than men do (Park, 2015). Using invariance testing, we started with the
one-factor data hacking anxiety CFA, allowing model parameters for one group (i.e. men) to
vary from those of the other group (i.e. women) (Model 1). We next progressively tested more
stringent variations on this model by constraining factor loadings (or the meaning of
constructs) to be equal across groups (Model 2), and subsequently constrained observed
variable intercepts (estimated item severity) across groups (Model 3) (Meredith and
Teresi, 2006). Significant worsening in fit between two models (e.g. Model 1 vs Model 2)
would indicate that groups significantly vary on the constrained parameter. We also
conducted invariance testing on hacking anxiety based on whether one’s career is
IT-related, which could be related to hacking anxiety, similarly because of relevance and
salience of this issue to them (Schneier, 2013).

Next, we tested a parallel set of analyses for the recent anxiety items (original GAD-7),
beginning with a one-factor CFA. We tested invariance on recent anxiety using gender as a
moderator, as well as IT profession as a moderator. Invariance testing was conducted in
Mplus using the Model¼Configural Metric Scalar command.

Maximum likelihood procedures for missing data estimated missing model parameters.
Residual error covariances were fixed to 0. A good (excellent) model fit was judged based on
such criteria as the comparative fit index⩾ 0.90 (0.95), Tucker-Lewis Index⩾ 0.90 (0.95), root
mean square error of approximation⩽ 0.08 (0.06), and standardized root mean square
residual⩽0.10 (0.08) (Hu and Bentler, 1998).

Using SEM, a portion of Chai et al.’s (2009) model of data hacking anxiety and digital
privacy protection behavior was tested – by examining variables predicting and mediating
hacking anxiety only (not digital privacy protection behavior) (see Figure 1). We included our
single-factor CFA model of data hacking anxiety (using the GAD-7-HACK). Other observed

Variable
Mean SD

Age in years 33.05 9.91
Education in years 15.44 2.26

n %
Male gender 183 60.2
Racial and ethnic background
Caucasian 245 80.6
Asian 30 9.9
African American 24 7.9
Hispanic/Latino 32 10.7

Employment
Full-time 197 65.2
Part-time 41 13.6
Work in information technology 74 24.7

Household income
Less than $25,000 75 24.9
$25,000 to o$50,000 92 30.6
$50,000 to o$80,000 83 27.6
$80,000+ 51 16.9

Three or more house of daily smartphone use 137 45.4
Five or more hours of daily internet use 156 51.3

Table II.
Demographic
characteristics
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variables discussed above were used (from Chai et al., 2009), including data hacking news
exposure, digital privacy importance, privacy self-efficacy, and data hacking victimization.
We were first interested in direct effects from hacking victimization to hacking anxiety (H1),
and from digital privacy importance to hacking anxiety (H2). Indirect effects assessed digital
privacy importance as a mediator between news exposure about data hacking and associated
anxiety, and privacy self-efficacy as a mediator between past victimization and hacking
anxiety. Mediation was assessed using the Delta method for assessing standard errors and
statistical significance for direct effect products. In total, 1,000 bootstrapped simulations
corrected for bias in estimating standard errors (MacKinnon, 2008).

Digital privacy protection was built into this model as a dependent variable (see
Figure 2), including the predictor variables of data hacking anxiety (H3) and digital privacy
self-efficacy (H4). We also tested the hacking victimization→hacking anxiety→digital
privacy protection mediation (H5); and the hacking news exposure→privacy self-
efficacy→digital privacy protection mediation (H6).

Results
Descriptive information
Number of digital privacy protection behaviors used averaged 3.06 (SD¼ 1.87) behaviors.
Other descriptive statistics are found in Table I.

Primary analyses
A one-factor model of data hacking anxiety (GAD-7-HACK) fit well (Table III, Model A).
Gender was invariant on factor loadings (Model B), and on intercepts (Model C). Profession
(IT or not IT-related) was invariant on loadings (Model D), and on intercepts (Model E).

Model Y-B χ2 Goodness of fit for baseline model

A. Data hacking anxiety
CFA

χ2(14, n¼ 304)¼ 50.24, po0.001 CFI¼ 0.96, TLI¼ 0.94, RMSEA¼ 0.09
(90% CI¼ 0.07-0.12), SRMR¼ 0.03

B. Loadings constrained by
gender

χ2change (6, n¼ 304)¼ 2.52, p¼ 0.87

C. Intercepts constrained by
gender

χ2change (6, n¼ 304)¼ 3.36, p¼ 0.76

D. Loadings constrained by
IT professiona

χ2change (6, n¼ 304)¼ 8.91, p¼ 0.19

E. Intercepts constrained
by IT profession

χ2change (6, n¼ 304)¼ 4.29, p¼ 0.64

F. Recent anxiety CFA χ2(14, n¼ 304)¼ 53.13, po0.001 CFI¼ 0.96, TLI¼ 0.94, RMSEA¼ 0.10
(90% CI¼ 0.07-0.12), SRMR¼ 0.03

G. Loadings constrained by
gender

χ2change (6, n¼ 304)¼ 1.83, p¼ 0.93

H. Intercepts constrained
by gender

χ2change (6, n¼ 304)¼ 9.47, p¼ 0.15

I. Loadings constrained by
IT professionb

χ2change (6, n¼ 304)¼ 14.54, p¼ 0.02

J. Intercepts constrained by
IT profession

χ2change (6, n¼ 304)¼ 23.06, po0.001

K. Hacking anxiety SEM
(Figure 1)

χ2(41, n¼ 304)¼ 93.83, po0.001 CFI¼ 0.96, TLI¼ 0.95, RMSEA¼ 0.07
(90% CI¼ 0.05-0.08), SRMR¼ 0.03

L. Digital protection SEM
(Figure 2)

χ2(48, n¼ 301)¼ 97.52, po0.001,
CFI¼ 0.97, TLI¼ 0.96

CFI¼ 0.97, TLI¼ 0.96, RMSEA¼ 0.06
(90% CI¼ 0.04-0.08), SRMR¼ 0.03

Notes: Each non-baseline model was tested against the model one row higher, except where otherwise noted.
aTested against Model A; btested against Model F

Table III.
Model tests
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A one-factor model of recent anxiety (from the first GAD-7 administration) fit adequately overall
(Table III, Model F). Gender was invariant on factor loadings (Model G), and on intercepts
(Model H). However, IT profession was non-invariant on loadings (Model I), and additionally on
intercepts (Model J). The IT group had stronger factor loadings, and higher intercepts.

Next, the model in Figure 1 assessed determinants of hacking anxiety (latent GAD-7-
HACK factor). Results are displayed in Figure 3. This model fit well (Table III, Model K).
Most notably, prior hacking victimization was related to hacking anxiety (Table IV, H1).
Importance of digital privacy was inversely related to hacking anxiety (contrary to H2).
Privacy self-efficacy did not mediate relations between prior hacking victimization and
hacking anxiety. Additional significant direct effects include news exposure to both
importance of digital privacy and privacy self-efficacy, as well as from privacy self-efficacy
to digital privacy importance.

Next, we built upon the model in Figure 1 by testing Chai et al.’s (2009) model and
adding an additional direct effect from digital privacy importance to hacking anxiety
(Figure 2). This model fit well (Table III, Model L). Results are displayed in Figure 4. Most
notably, data hacking anxiety was related to digital privacy protection behavior (Table IV,
H3). Privacy self-efficacy predicted digital privacy protection behavior (H4). Hacking
anxiety mediated relations between hacking victimization and privacy protection (H5).
Digital privacy self-efficacy mediated relations between news exposure and privacy
protection (H6). Additional direct effects found in Figure 1 were also significant in
Figure 2, including news exposure to both importance of digital privacy and privacy
self-efficacy, as well as from privacy self-efficacy to digital privacy importance.

Perceived
importance of
online privacy

Self-efficacy about
online privacy

News exposure
about data
breaches

Victim of hacking
Data

breach
anxiety

0.22***

0.27***

0.24***

–0.13*

0.00
(0.03)

(0.00)

0.02

0.15**

Notes: Rectangles denote observed variables, while the oval denotes a latent variable.
The diagonal dashed line represents the news exposure→perceived importance→data
breach anxiety indirect effect. The horizontal dashed line represents the hacking
victimization→self-efficacy→data breach anxiety indirect effect. Standardized path
coefficients are presented (indirect effect coefficients are enclosed in parentheses).
*p<0.05; **p<0.01; ***p<0.001

Figure 3.
Model explaining data
breach anxiety,
with results
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Discussion
Our study explored hacking anxiety, its predictors, and the relation with digital privacy
protection behavior. Unidimensional evidence was found for data hacking anxiety using the
GAD-7-HACK, similar to the one-factor model found for the original GAD-7 (Dear et al., 2011;
Ryan et al., 2013; Spitzer et al., 2006). IT profession status was not different on recent
anxiety, but different on hacking anxiety. Thus given the relevance of internet privacy
to IT professionals’ work, their data hacking anxiety is more severe than people in other

Hypothesis Effect specified Test statistic Result

Hacking anxiety model (Figure 1)
H1 Hacking victimization→ hacking anxiety β¼ 0.24, SE¼ 0.05, po0.001 Supported
H2 Importance of digital privacy→ hacking anxiety β¼−0.13, SE¼ 0.06, p¼ 0.03 Not supported

Digital privacy protection model (Figure 2)
H3 Hacking anxiety→ digital privacy protection

behavior
β¼ 0.20, SE¼ 0.06, po0.001 Supported

H4 Privacy self-efficacy→ digital privacy protection
behavior

β¼ 0.14, SE¼ 0.06, p¼ 0.02 Supported

H5 Hacking victimization→ hacking
anxiety→ digital privacy protection behavior

β¼ 0.05, SE¼ 0.02, p¼ 0.01 Supported

H6 News exposure→ privacy self-efficacy→ digital
privacy protection behavior

β¼ 0.03, SE¼ 0.02, p¼ 0.05 Supported
Table IV.

Hypotheses and
associated results

Perceived
importance of
online privacy

Self-efficacy about
online privacy

News exposure
about data
breaches

Victim of hacking
Data

breach
anxiety

0.22***

0.21***

0.27***

0.15*

0.14*

0.48***

–0.14**
–0.10

0.00
(0.05*)

(0.05**)

0.02

0.10

Digital privacy
protection behavior

Notes: Rectangles denote observed variables, while the oval denotes a latent variable.
The horizontal dashed line represents the news exposure→self-efficacy→privacy
protection behavior indirect effect. The diagonal dashed line represents the hacking
victimization→data breach anxiety→privacy protection behavior indirect effect.
Standardized path coefficients are presented (indirect effect coefficients are enclosed
in parentheses). *p<0.05; **p<0.01; ***p<0.001

Figure 4.
Model explaining data

breach anxiety and
digital privacy

protection behavior,
with results

643

Anxiety about
electronic data

hacking

D
ow

nl
oa

de
d 

by
 P

ro
fe

ss
or

 Jo
n 

El
ha

i A
t 0

7:
41

 1
3 

Ju
ne

 2
01

7 
(P

T)



walks of life, and this construct hangs together more closely in that group based on higher
factor loadings. This is important given recent estimates of more than one million IT jobs,
and the fast growth of this industry in America (Csorny, 2013).

Results demonstrate that H1 is consistent with prior studies that have found past
hacking victimization correlated with data hacking anxiety (Chai et al., 2009; Lee and Lee,
2010), and this effect is even stronger in Figure 2, with digital privacy protection added. The
present findings are innovative because we measured hacking anxiety with a standardized,
clinical assessment of anxiety. Results regarding H2 are inconsistent with prior work
finding that digital privacy importance related to less hacking anxiety (Dinev et al., 2012;
Lee et al., 2008; Mohamed and Ahmad, 2012). Our use of a clinical assessment of hacking
anxiety could explain this discrepancy. An additional explanation is the privacy paradox,
whereby people’s attitudes and behaviors regarding digital privacy often conflict
(see review by Smith et al., 2011). One may have strong attitudes favoring digital
privacy, but not engage in digital privacy protection. Alternatively, greater privacy
importance should lead to more digital privacy protection behavior, in turn leading to less
data hacking anxiety.

Importantly, results testing H5 are consistent with the notion that hacking anxiety
mediates the relation between hacking victimization and privacy protection. Hacking
anxiety related to digital privacy protection behavior, and thus H3 supports prior relevant
work. However, hacking victimization itself did not predict privacy protection – but rather –
only when mediated through hacking anxiety. Thus some level of anxiety may help to
motivate successful digital protection, though without being an overburdening level of
anxiety. This notion of mild fear motivating protective behavior fits well with PMT (Rogers,
1983), including application to digital privacy protection behavior ( Johnston andWarkentin,
2010; Lee and Lee, 2010).

Notably, motivation to reduce data hacking anxiety may not alone be sufficient in
protecting oneself online. In addition, news exposure about hacking incidents may not cause
one to protect oneself. In this regard, technical skill knowledge (Acquisti et al., 2015), as well
as comfort using computers (Osatuyi, 2015), are important in this endeavor; yet most people
do not demonstrate proper technical skill to adequately keep their data safe (Litt, 2013;
Shillair et al., 2015). For those with news exposure who have (or can obtain) technical skill,
this should help enhance the probability of digital privacy protection. In the present study,
results using digital privacy self-efficacy as the mediator between news exposure and
digital privacy protection behavior demonstrate that H6 and H4 support prior work
(Acquisti et al., 2015).

These findings have implications for further adapting existing theories of threat
protection to the study of digital privacy concern and digital privacy protection behavior
(Bansal et al., 2016; Chai et al., 2009; Ifinedo, 2012; Johnston and Warkentin, 2010; Shillair
et al., 2015). Our results further an understanding of how such variables as past hacking
victimization and concerns about hacking can predict the extent to which people protect
themselves online. This study’s uniqueness lies in part in the measurement of anxiety
regarding data hacking, rather than the more subjective and general construct of digital
privacy concern, and thus has relevance to the study of clinical anxiety, as anxiety disorders
represent a major burden to society (Olesen et al., 2012). The present study also contributes
by discovering the importance of cognitive variables in predicting hacking anxiety and
digital privacy protection behavior, including the perception of digital privacy importance,
as well as self-efficacy regarding digital privacy protection behavior. Such cognitive
variables are important intervening variables between digital vulnerabilities and digital
protection (Chai et al., 2009).

Our findings can have practical implications for managing fears regarding data
intrusions, as well as enhancing individuals’ privacy protection. Variables such as mild fear
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about consequences of data hacking, along with emphasizing the importance of digital
privacy and enhancing privacy self-efficacy, can be helpful for information technology
professionals and managers to persuade their employees to protect themselves. Educational
interventions for IT employees, for example, aimed not only at knowledge transfer, but also
boosting self-confidence and self-efficacy about applying the knowledge, would be
well-indicated (Liag and Xue, 2010; Madhavan and Phillips, 2010). Such interventions could
aim at building trust with the technology among users, as well as an emphasis on reliability
and credibility of the system (Madhavan and Phillips, 2010). These principles of digital
privacy protection, including education, emphasis on consequences of inaction, knowledge
transfer and self-efficacy also apply to general internet users as well. Thus in short,
not only educational interventions but also cognitive interventions aimed at enhancing
self-confidence about digital privacy may be helpful.

Results provide insight into anxiety about data hacking and variables affecting digital
privacy protection behavior. Nonetheless, this study has several limitations. Using self-report
questionnaires may not be as accurate as objective indices of technology skills and privacy
protection behavior. And we used several single-itemmeasures, limiting test reliability. Our data
were cross-sectional, so it is not possible to infer causality from results. Caution should be
exercised in generalizing results to general users because our sample was from Amazon’s
Mturk, which may not be representative of the general population (Paolacci and Chandler, 2014).
Future research should further assess clinical anxiety about electronic data hacking, and
promote educational and psychological interventions for such anxiety management. Further
developing theoretical models that possess explanatory power in predicting digital privacy
protection behavior is of importance. Based on our findings, especially important would be to
include measures of hacking anxiety and self-efficacy about digital privacy protection; these
cognitive mediating variables representing current attitudes and thoughts may be more
sensitive than historical variables such as prior hacking victimization. Such theoretical models
could be tested in novel settings, such as clinical settings that have higher base rates of
psychopathology than community samples. Finally, teasing apart privacy concerns about data
hacking vs government surveillance could help provide more nuance in understanding
predictors and consequences of digital privacy concern.
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