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Mental health professionals are tasked with upholding guidelines, principles, and

standards set forth by professional organizations and local jurisdictions. Simulta-

neously, providers are increasingly expected to utilize technology with research

participants and patients in psychotherapy and to communicate with other profes-

sionals. Digital methods such as text messaging, data storage, record keeping, and

videoconferencing have all moved the boundaries of professional work beyond

physical office spaces. This synergy between mental healthcare delivery and tech-

nology use has empowered providers to think beyond traditional models of care

and reach populations who otherwise might not be able to receive services. How-

ever, the development and understanding of ethical and legal concern have been

hampered by few training opportunities and the absence of competency standards.

This article provides specific areas of risk, example scenarios where technology is

used, and recommendations for providers to consider.

KEYWORD S

cyberpsychology, data security, ethical considerations, privacy and confidentiality, technology

1 | INTRODUCTION

Mental health professionals have demonstrated increased
interest in the use of technology for the provision and man-
agement of service delivery (Norcross, Hedges, & Pro-
chaska, 2002; Norcross, Pfund, & Prochaska, 2013).
Despite increased use, mental health professionals do not
routinely obtain the necessary training in information tech-
nology nor professional ethics to prepare them for chal-
lenges in use, such as electronic security, privacy, or the
associated legal and ethical implications. In this article, we
outline challenges in using technology in the provision of
mental health services, as well as suggestions for overcom-
ing these obstacles.

Numerous types of technology have been integrated into
the provision of mental healthcare in recent years. Studies
have reviewed the use of email reminders and between-ses-
sion check-ins (Delsignore et al., 2016; Salleh, Hamzah,

Nordin, Ghavifekr, & Joorabchi, 2015), televideo/videocon-
ferencing (Goss et al., 2017), electronic medical records
use (Steinfeld & Keyes, 2011), supervision and training
(Barnett, 2011), and cloud-based (i.e., data stored in physi-
cal servers at remote/off-site locations from a user) commu-
nication and storage (Devereaux & Gottlieb, 2012;
Lustgarten, 2015). Moreover, psychologists sampled as part
of a decennial Delphi poll predicted that online self-help
therapies, smartphone applications, and social networking
interventions will increase in popularity by 2022 (Norcross
et al., 2013).

Despite growth in the extant literature regarding tech-
nology use in mental healthcare delivery, a paucity of
information exists regarding providers’ preparation and
training to employ these technological advancements. Doc-
toral students in clinical and/or counseling psychology, for
example, are not required to receive training in using digi-
tal tools for service delivery. Both the previous Guidelines
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and Principles for Accreditation Programs in Professional
Psychology (American Psychological Association, 2006)
and newer Standards of Accreditation for Health Service
Psychology (American Psychological Association, 2015) do
not mention technology training and/or education as a
requirement for graduation from American Psychological
Association–accredited doctoral psychology programs. This
training gap is present within analogous mental health
fields as well. For instance, among a group of psychiatric
residents, 72% of respondents expressed interest in using
televideo in their work; only 20% reported didactic training
was available (Glover, Williams, Hazlett, & Campbell,
2013).

Standards for training, competency development, and
applied practice appear to be largely undefined within men-
tal health training. Mental health providers are educated to
seek additional resources and consultation when faced with
issues outside of their scope of practice, through means
such as workshops and peer-reviewed articles in mental
health–related journals, but not necessarily for secondary/
indirect points of usage (e.g., information technology). This
dearth of training can leave mental health providers with
the sole burden of judging their need for additional training
and locating relevant resources from areas outside of their
primary field. This issue is especially important because
people who cannot accurately self-assess skills tend to
inflate their perceived abilities due to a cognitive bias; as
such, we posit that providers using technology may be “un-
skilled and unaware of it” (Kruger & Dunning, 1999, p.
1121).

There are both legal and ethical reasons for practitioners
to ensure privacy and confidentiality of Protected Health
Information (PHI). The American Psychological Associa-
tion’s (2017) Ethical Principles of Psychologists and Code
of Conduct (hereafter referred to as the “Ethics Code”)
includes standards such as 4.01 Maintaining Confidentiality
and 4.02 Discussing the Limits of Confidentiality. Provi-
ders following the Ethics Code are currently operating
without competencies or standards of practice that focus on
technology (American Psychological Association, 2015);
however (Table 1), the American Counseling Association
(2014) includes an entire section on technology-based prac-
tice (Section H). Specifically, the American Counseling
Association (2014) links distance counseling, technology,
and social media directly with confidentiality. Bridging this
divide between advancements in the field and well-under-
stood ethical standards provides both a measure of account-
ability and development of competence for practitioners.
Furthermore, discrepancies between the various mental
health fields’ ethics codes regarding technology might lead
to gaps in training, knowledge, and practice. As software/
hardware advances rapidly progress (Mack, 2011; Moore,
1965), the competency gap may widen. Failures to comply

with strictures and provide more unified resources might
result in lawsuits, ethical sanctions, and harm to patients.

One primary mechanism for ensuring privacy and confi-
dentiality of mental healthcare delivery is through encryp-
tion. For example, when users search Google or send an
email from Google’s Gmail, these text-based actions and
communications are protected with in-transit (between sen-
ders and receivers) and at-rest (when stored on servers)
encryption (Google Inc., 2015). Encryption shields infor-
mation to prevent unintended breaches, theft, and culpabil-
ity (Abelson et al., 2015), thus protecting electronic
communications between providers and patients. Among
clinical psychologists, one study found that about one-third
used unencrypted email when digitally communicating with
patients, and as many as 20% of providers did not use a
password-protected phone despite using it for calls and text
messaging with patients (Elhai & Hall, 2016b). These
results highlight points of ingress for unintended breaches
of patient confidentiality. Of the psychologists who
acknowledged being a victim to prior electronic security
breaches, nearly 25% and 17% said their email was hacked
or smartphone stolen, respectively (Elhai & Hall, 2016b).
Furthermore, when unprotected or under-protected health
information is present on electronic devices, a lost or stolen
laptop or smartphone can result in financial and legal
penalties. For instance, the U.S. Department of Health &
Human Services (2017) lists two settlements—for
$1,725,220 and $250,000—related to laptops that were sto-
len and contained PHI. Similarly, another breach occurred
when a clinical diagnostic company placed unprotected
PHI for 7,016 people on Google’s cloud services (McCann,
2014).

Today, privacy and security are not mathematical or
computational challenges. When implemented correctly, the
encryption standards (e.g., AES-128 or higher) would take
at least 1 billion years for a supercomputer to breach
(Arora, 2012). These working algorithms are already dec-
ades old, yet according to the literature, not routinely used
in mental healthcare (Elhai & Hall, 2016b). Instead, as with
all limits to confidentiality, privacy and security are human
factors—they succeed or fail based on people’s interactions
with technology. Despite heightened interest, few training
opportunities exist amidst a history of electronic breaches.
Likewise, mental health services must contend with the
various risk factors of technology use that might jeopardize
their standing. Thus, we outline five legal and ethical con-
cerns across practice and research. Case examples and ini-
tial ethical guidance are provided for each. Our
conceptualizations of ethical dilemmas and recommenda-
tions are informed by Crowley and Gottlieb’s (2012) five-
stage Primary Risk-Management Model, which emphasizes
education, detection, appraisal, mitigation, and feedback
about processes enacted.
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2 | LEGAL AND ETHICAL RISKS

2.1 | Legal

Mental health providers operate within legal and ethical
frameworks that encourage and, at times, mandate compli-
ance. Two regulatory frameworks exist that mental health
providers must consider when conducting services: the
Health Information Portability and Accountability Act
(1996; HIPAA) and Health Information Technology for
Economic and Clinical Health Act (HITECH Act, 2009).
In some scenarios, a third act can influence practices (e.g.,
mental health providers offering services at university
counseling centers): the Family Educational Rights and
Privacy Act (FERPA) of 1974. Each act details specific
standards that providers are expected to follow when using
technology in service delivery. For instance, HIPAA out-
lines specific standards for the creation, utilization, and
maintenance of safeguards to protect digital medical pri-
vacy. HIPAA (1996) often utilizes the word reasonable
(accepted standards) to explain what actions providers are
expected to meet. Thus, reasonable precautions must be

met when creating or transmitting PHI. The third-party
assessment provider, hardware/software, local wireless net-
work, face-to-face assessment location, and management of
devices all affect a provider’s ability to comply with legal
and ethical restrictions. Providers may also be responsible
for signing business associate agreements (BAAs) when
entering into data and cloud storage services controlled by
third parties, as per HITECH (2009).

Employing technology further entrenches providers
within these regulatory acts. Therefore, a vignette is pro-
vided to illustrate the legal complications that can result
when technology is used:

Jeff’s parents brought their son to a psycholo-
gist’s office to receive an assessment. His
teachers commented to them that Jeff seems to
be struggling to keep up in classes. Based on
this and additional referral information, the
provider decides to conduct a Wechsler Intelli-
gence Scale for Children – Fifth Edition
(WISC-V). This assessment is available in both
hardcopy/paper and digital versions (Daniel,

TABLE 1 Competencies for technology use in practice and research

Domains Competencies Recommendations

Legal • Maintain understanding of American Psychological
Association guidelines, code, and licensure jurisdic-
tion of use.

• Describe the legal protections that patients/partici-
pants have when data are created.

• Detail what regulations apply to psychological work.

• Consult with a lawyer who specializes in healthcare
policy and privacy.

• Read HIPAA, HITECH, and FERPA.
• Attend technology-oriented workshops and continuing
education that focus on legal considerations.

Welfare • Recognize external threats to patients/participants
when technology is employed.

• Collaborate in informed consent and decisions to
utilize technology.

• Develop methods to verify locations of patients/
participants.

• Practice and utilize an ethical decision-making approach
to technology use.

• Conduct a risk assessment with client prior to using
technology.

• Lock patient and provider devices.

Privacy and
Confidentiality

• Maintain understanding of current risks to privacy
and confidentiality around technology.

• Assess points of ingress (i.e., intrusions to privacy).
• Develop understanding of corporate policies that
govern data created by third-party platforms.

• Use HIPAA-compliant platforms.
• Employ zero-knowledge privacy applications such as
Signal Messenger.

Security • Collaborate with patients/participants to maintain
security of devices.

• Maintain awareness for threats to secure software
and hardware.

• Avoid public WiFi hotspots; otherwise, use a VPN if
using a shared network.

• Encrypt hard drives on both computers and smart-
phones.

• Use dice-generated phrase passwords.

Boundaries • Assess patient/participant risk for boundary
violations (bidirectionally).

• Describe the appropriateness for or against technol-
ogy use.

• Outline business practices for technology use.

• Review and lock privacy settings to social media Web
sites.

• Set up automatic email, phone, and/or other contact
methods to support notifications and information to
patients/participants.

• Preempt and/or write potential rules for technology use
in informed consent processes.
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Wahlstrom, & Zhang, 2014). The psychologist
uses the digital WISC-V, which is quicker at
scoring and more efficient for administration.
Jeff’s parents grow concerned about the pri-
vacy and confidentiality of their son’s assess-
ment data, and ask where the data are stored.

Both the storage and scoring of the assessment can
occur through cloud storage services. By utilizing a digital
version, the provider has shifted control from paper-based
materials—created with pen and paper—to iPads, whereby
the resulting data are electronically transmitted out of the
United States when using the WISC-V (Pearson Education
Inc., 2015). Fundamentally, this situation might test mental
health providers’ technology preparation and experience
(Lustgarten & Colbow, 2017). These technological areas
and legal implications are beyond the currently expected
competencies of practitioners (American Psychological
Association, 2015).

Mental health providers operate within legal frame-
works that govern care and, thereby, the use of technology;
complex ethical dilemmas and questions may occur as a
result of these aforementioned acts. Various factors interact
with domestic policies when data and/or people leave bor-
ders as well. For instance, in the case of Jeff, his data are
electronically transmitted to Canada, where respective
national and provincial laws must be followed (e.g., Per-
sonal Information Protection and Electronic Documents
Act [PIPEDA]). Similarly, practicing certain types of tech-
nology-based services (e.g., televideo) across state borders
often requires licensure in the respective state where the
psychotherapy is occurring (i.e., if practicing in New York,
with a client traveling in Florida, that provider would need
dual licensure). Jurisdiction for these technology practices
remains uncertain, as the “where” of mental health profes-
sionals and patients is not legally decided (Serri, 2017).
Serri (2017) explained that there are two legal suggestions
that might rectify this ambiguity: (a) patients are “trans-
ported” to providers’ locations and (b) providers are trans-
ported to patients’ locations. Until this is clarified legally,
we recommend caution about interstate technology use;
additionally, interjurisdictional practice without licensure is
discouraged.

Operating as a mental health provider necessitates ethi-
cal and legal compliance. To provide specific recommenda-
tions, we utilize Stage 1 of the Primary Prevention Model
(Crowley & Gottlieb, 2012) to illustrate how to proactively
prevent failures of competence amidst these challenges.
Crowley and Gottlieb (2012) note that providers should
first accumulate knowledge-based resources prior to prac-
tice. For instance, a provider could read documentation
from the third-party technology service (e.g., privacy poli-
cies and terms of services), learn about relevant

jurisdictional regulations (e.g., HIPAA, HITECH, and
FERPA), attend presentations and workshops to develop
skills using technology, practice implementing software/
hardware prior to deployment, and contact the service pro-
vider to clarify how patient data are protected and who is
given access to the data. Crowley and Gottlieb (2012)
encourage practitioners to consult and forecast ethical con-
cerns; thus, if an ethical concern occurs, providers will be
more practiced and competent to intervene.

2.2 | Welfare

At the outset, the American Psychological Association
(2017) explains that the Ethics Code is intended for the
“welfare and protection” of those who are served by psy-
chologists (p. 3). Welfare is mentioned numerous times in
the Ethics Code and, thus, stresses the importance of profes-
sionals respecting students, research participants, patients,
and other vulnerable populations with whom they interact.
Today, digital interventions and asynchronous messaging
(e.g., Apple’s iMessages, SMS, or email) can be employed
to further patient adherence to treatment, check in regarding
progress, and provide support in more urgent situations.

Although electronic media might bring new opportunities
for therapeutic interventions, technology can add an addi-
tional layer of complexity. Providing safety for patients in an
office setting might be as simple as using door locks and a
thorough development of trust. Interim digital messages and/
or interventions introduce new physical locations outside
professionally managed spaces (i.e., outside a professional
office) not guarded by a provider. In the following example,
a hypothetical mental health provider utilizes text messages
for scheduling information—sending patients reminders of
upcoming sessions and cancellations when sick.

Moshe began ongoing, biweekly psychotherapy
about 2 months ago. As part of the informed
consent process, the mental health provider
explained that email was appropriate for
scheduling or quick questions only—not for
psychologically relevant conversations. Moshe
mentioned that his presenting concern cen-
tered on interpersonal difficulties with friends
and family. Moshe acknowledged “fights”
with his partner throughout psychotherapy;
when questioned, he redirected the conversa-
tion and refused to talk further about the rela-
tionship. Before every session, this provider
sent an appointment reminder for the patient.
Then, Moshe reported that his romantic part-
ner became physically violent when he saw a
notification pop-up on his phone from the pro-
vider about the session.
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This specific vignette involves several issues. First, it
is an example of how provider–patient technology use
could further physical, sexual, and psychological safety
concerns without a thorough understanding of external
risks. Importantly, the Centers for Disease Control and
Prevention found that 28.8% of women and 9.9% of
men reported intimate partner violence (IPV)–related
impacts at some point in their lives (Black et al., 2011).
Research suggests that there are three technology-related
phases in situations of intimate partner abuse and vio-
lence: physical control, escape, and life apart (Matthews
et al., 2017). During the physical control phase, an abu-
ser may control and surveil devices used. This period is
most dangerous for patient–practitioner communication.
Escape is categorized by trying to leave an abusive part-
ner by implementing some privacy efforts when using
technology (e.g., hide plans to leave or use secure mes-
saging providers). Ultimately, as a survivor tries to live
apart from the partner, long-term solutions for private
and secure technology-based communications are essential
to ensure safety. At each stage, electronic devices can
directly affect the safety and well-being of survivors.

Relatedly, as mental health delivery transcends ther-
apy offices and in-person sessions, providers will be
challenged to ensure patient welfare in novel environ-
ments. Informed consent to technology use is essential to
maintaining ethical practice and preventing harm to cli-
ents. In the case of Moshe, a provider could explain at
the outset of treatment that there are risks (e.g., noting
that data breaches, a partner accessing a patient’s device,
or loss of information can occur) associated with text
messaging—even for scheduling—and that they need not
use the technology if not desired by the patient or in his
or her best interest. Decisions to use or avoid technology
should be collaboratively made with patients. Risk
assessments that might be considered routine in person
change when remotely conducted. Various external fac-
tors are uncontrolled when services are rendered beyond
psychotherapy offices; providers will be required to con-
tinue practicing ethically while also maintaining legal
standards such as the duty to protect (e.g., suicidal idea-
tion and imminent risk mentioned during a teleconfer-
ence-based session). Although malpractice considerations
for technology use are largely undefined and unknown
(Serri, 2017), providers remain responsible for maintain-
ing competence and compliance.

As per Crowley and Gottlieb’s (2012) model, an ini-
tial appraisal of risk is vital to ensure safe technology
utilization. Thus, plans should be established both as a
provider and with the patient to identify mechanisms for
safety and environmental risk factors. For instance, prior
to emergency situations in distance-based psychotherapy,
a provider could verify a patient’s physical location and

research police/fire phone numbers for that specific
patient locality (Zur, 2007). Another issue arising from
this vignette is the lack of privacy in the message notifi-
cation that contributed to exacerbating the patient’s situa-
tion. Technical safeguards also exist for preventing the
presence or message content of notifications from being
viewed when on a locked device, which might have pre-
vented Moshe’s partner from seeing provider–patient
messages. Additionally, encouraging patients to keep
devices locked with passwords, encrypted, and hiding
message previews could allow for additional safety.
Moreover, identifying risk factors (e.g., relationships,
family, and alcohol/other drugs) with patients can estab-
lish collaborative, shared mechanisms for trust and pro-
tection—while potentially avoiding situations of elevated
concern.

2.3 | Privacy and confidentiality

Confidentiality is a cornerstone requirement for mental
health providers (Glosoff, Herlihy, Herlihy, & Spence,
1997) and is present throughout the Ethics Code (Ameri-
can Psychological Association, 2017). Professionally,
confidentiality has been defined as protecting patient
information or data from unauthorized disclosures to
third parties (U.S. Department of Health & Human Ser-
vices, 2013; Shah, 1970). Privacy is considered the free-
dom and right to be undisturbed or unreasonably
intruded upon (Oxford Dictionaries, 2015; Shah, 1970).
Both the general public and patients acknowledge the
importance of privacy and confidentiality as promoters of
sharing within psychotherapy (Rubanowitz, 1987; Vande-
Creek, Miars, & Herzog, 1987). Evidence suggests that
surveillance behaviors by third parties and threats to
electronic privacy (e.g., Internet hacking) are associated
with self-censorship (Penney, 2016), as well as informa-
tion privacy concern and anxiety (Elhai, Chai, Ami-
alchuk, & Hall, 2017; Elhai & Hall, 2016a).
Aforementioned research emphasizes the need for safe,
private, and confidential spaces for patients to address
concerns with mental health professionals.

When practicing psychotherapy or conducting research
with technology-based tools and services, privacy and con-
fidentiality can be impacted (Lustgarten, 2015; Lustgarten
& Colbow, 2017). The introduction of hardware and/or
software into research or psychotherapy environments
includes third-party providers (e.g., Apple, Google, or
Microsoft) and their privacy policies, terms and conditions,
compliance with HIPAA requirements, and information
technology vulnerabilities. The following scenario high-
lights the risk to patient privacy when using technology
over multiple devices (some of which are not controlled by
the mental health provider):
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Lora teleconferences with her mental health pro-
vider every week for ongoing psychotherapy.
The practitioner requires patients to initially
meet with the provider in person to introduce
distance-based psychotherapy, explain informed
consent, and install specific software on the
user’s devices. Lora attended the initial session
and downloaded a popular teleconferencing ser-
vice that allows her to remotely talk with the
provider. Before meeting for their distance-
based second session, Lora notices that her lap-
top is behaving abnormally. When she opens
software programs, there is a delay and some-
times her webcam light blinks on and off. Lora’s
second session is in just a few minutes, and she
decides to proceed with the session.

Technology is susceptible to interception, hacking, and
other intrusions on privacy and confidentiality. Although
encryption (Abelson et al., 2015) and third-party providers
(e.g., Apple [NPR, 2015]) that value consumer privacy can
help ensure confidential patient electronic communications,
software can become infected by viruses and other mal-
ware, compromising privacy. In this vignette, the patient,
Lora, was using a device to communicate with a mental
health provider that had likely become unsafe for use. Prac-
titioners might not know or be able to assess for flaws in
patients’ electronic devices either. Similarly, patients might
not know or consider the ramifications of engaging in med-
ical/professional conversations when using a compromised
device. This scenario leads to a potential blind spot for pri-
vacy and confidentiality.

Unintended breaches of confidentiality can occur due to
individual users, practitioners, companies, or governments
(Lustgarten, 2015). Reducing risk when engaging in tech-
nology use would better ensure ethical compliance and
patient privacy. By providing technology for patients (i.e.,
loaning an iPad for FaceTime and/or text messaging when
in psychotherapy or research settings) or suggesting appli-
cations (e.g., Signal messaging app), knowledgeable practi-
tioners can manage and ensure hardware and/or software
are dedicated for one purpose: communicating with the
provider for sessions or emergencies. Also, providers could
offer guidance around keeping their devices secure, choos-
ing physically secure locations for technology-based com-
munications, and walking through how to regularly install
software updates that would typically fix vulnerabilities
that could otherwise result in viruses, malware, and/or
interception from malevolent third parties (Elhai & Frueh,
2016). HIPAA-compliant technologies are recommended,
but these statements are not certified by any government
body; thus, providers must consider and evaluate the use of
any software/hardware/digital provider selected. Culpability

for ethical violations generally falls on providers (American
Psychological Association, 2017; Joint Task Force, 2013).
Professionals must develop and maintain competence
regarding the technologies they use; in the process, they
should carefully assess the suitability of a patient’s device
for use in care and cancel sessions if either party acknowl-
edges abnormal device functioning. Lastly, designating sin-
gle-purpose devices (e.g., two iPads used for only WISC-V
assessments) might prevent accidental breaches of patient
privacy, as third-party apps and other add-ons can affect
safe functioning.

2.4 | Security

There are many ways in which electronic transmission of
data can be intercepted by third parties, without consent by
the user. Using nonencrypted transmission of data, such as
for messaging or email use, can result in interception of
data from the user’s personal account or from the Internet
provider itself (Elhai & Hall, 2016b; Lustgarten, 2015).
This scenario can occur when one uses an unencrypted
messaging provider, for example. Additionally, threats exist
when using a nonsecure network, such as a publicly acces-
sible, nonpassword-protected WiFi network. Finally, even
when using what is considered an “encrypted” service
(such as a particular email service), the provider’s encryp-
tion protocol may be set such that the provider can access
the unencrypted data, in which case a data breach (which
is common in modern times) could expose the data.

An additional concern is the lack of security of physical
electronic devices. Elhai and Hall (2016b) found a nontriv-
ial proportion of psychologists who used nonpassword-pro-
tected smartphones despite reporting to leave these devices
unattended at times, and placing phone calls and messages
to patients using the devices. Engaging in such practices
can result in exposure of patient meta-data (phone numbers
and email addresses), as well as confidential content of
messages and voicemails, if such smartphones are lost or
stolen and recovered by other parties.

Nika is a mental health provider who uses
technology to regularly communicate with
patients in between sessions. Due to the
importance of privacy and confidentiality, she
reads through her smartphone company’s pri-
vacy policy and a technical “whitepaper” that
outlines all of the security protections avail-
able to her. Nika activates many of the fea-
tures and stays up-to-date on the latest
updates and upgrades for her device. She and
her romantic partner decide to take a vaca-
tion, and she informs her patients that she will
be gone for a couple of weeks. On holiday,
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her partner asks to borrow her smartphone
briefly to get directions to a little caf�e they
wanted to try. Nika hands her partner the
phone. They locate the caf�e, and use its public
WiFi to access the Internet, and Nika replies
to a couple of messages from patients about
symptom maintenance.

This vignette emphasizes the importance of physically
securing electronic devices that are used by mental health
providers for electronic communication with patients. It is
inadvisable for the provider to share a PHI-containing phone
with a friend or partner, and likewise, to leave a phone unat-
tended or not password-protected. An additional issue raised
here is that Nika used public WiFi using her smartphone at
the caf�e. Elhai and Frueh (2016) discussed several concrete,
practical methods for securing data transmission while on
public networks, including the use of specific applications
and virtual private networks (VPNs) aimed at tunneling web
traffic out of the local, unsecured network (the caf�e) to a
secured endpoint. For instance, a researcher or practitioner
could use a VPN to prevent data from loss or theft, as anyone
else on the same caf�e network could be unable to see what
the professional is working on. As well, hard drives on com-
puters and smartphones can be encrypted to prevent access
to files by unintended third parties (Lustgarten, 2015).
Robust password creation and management is advised, which
might include a multiple-phrase dice-generated (roll a die up
to six times and compare to a wordlist, each time increasing
strength; see Electronic Frontier Foundation [EFF], 2016)
password (EFF, 2017). Use of such methods can dramati-
cally result in enhanced security of one’s data.

2.5 | Boundaries

In-person psychotherapy has often focused on boundary
management and crossings such as touch, friendships/rela-
tionships during or after psychotherapy, and receiving
physical gifts (Zur, 2007). The changing of borders—be-
yond offices—for communications and/or interventions has
brought greater options to mental health providers and their
patients (Zur, 2007). Amidst this technological revolution
for providers, Lannin and Scott (2013) analogize this acces-
sibility of practitioners and patients in technological envi-
ronments to providing treatment in rural settings. The
authors posit that rural mental health providers have needed
to balance transparency, disclosure, and boundaries for
years, as a result of the small population size of such set-
tings (Lannin & Scott, 2013). In the Information Age, pro-
fessionals need to consider the world to be smaller and
more local. Now, what is shared over social media and/or
public Web sites might be accessible by both parties and
challenge previously drawn boundaries.

Providers can avoid crossing boundaries over technolog-
ical media by respecting patient autonomy and establishing
regular business hours. However, access and availability
via phone, text, or email pose challenges, as patients might
test or cross boundaries with little perceived provider con-
trol. Although providers, researchers, and/or educators can
provide informed consent and educate patients about how
technology should be used, these professionals cannot ulti-
mately control what, when, or where a patient, participant,
and/or student chooses to disclose. The following situation
exemplifies this risk associated with research conducted
over digital means.

Daniel studies high school students’ readiness
for college through various quantitative and
qualitative methods. His research involves var-
ious forms of assent and consent, and he fre-
quently travels to schools in person to
administer surveys. Daniel recently completed
a study looking at prevalence of major depres-
sive disorder in students who are more
“ready” for college, and is beginning to ana-
lyze the results. Yesterday, he received an
email from a student research participant sug-
gesting that she is considering suicide.

Boundary management over electronic communications
necessitates that professionals consider how they will deal
with ethical complications. For trainees, patients exhibiting
symptoms of suicidality, attempting suicide, and dying by
suicide are considered highly stressful vocational events
(Kleespies, 1993). As per the vignette, researchers can use
digital platforms such as Qualtrics, SurveyMonkey, and
Amazon’s Mechanical Turk to collect large amounts of data
(often, anonymously) and more rapidly than in-person stud-
ies. The growth of electronic survey platforms has opened
doors to receive communications from participants that
potentially cross boundaries and/or areas of competence.

Computers can function at all hours of the day. Calls,
texts, and emails can be sent and received at any point. To
respond after traditional business hours via, for example,
text message might signal a boundary crossing for certain
providers or simply show effective use of communication
given a patient’s needs. Receiving an email from a patient
in the middle of the night, with the threat of suicide, might
activate a professional to respond in ways he or she previ-
ously had not anticipated prior to using technology for ser-
vice delivery. Again, the malpractice considerations for
accepting and engaging in this regular communication are
not well defined legally (Serri, 2017).

Professionals thoughtfully consider their standards of
care and competence and define clear answers to scenarios
involving electronic communication. For instance,
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questions arise, such as: When can a patient reach the pro-
fessional by phone or text message? How long would an
appropriate/expected response time be? What happens
when a patient will not stop initiating contact? And, how
will the provider respond to emergency situations? Expec-
tations about electronic communications within informed
consent documents and processes, such as billing for time
when responding to patients’ messages, should be estab-
lished. Providers can set up autoresponder messages for
email, voicemails, and other automatic responses to notify
patients or participants about expected response time, busi-
ness hours, and available emergency services should some-
one be urgently seeking care. Social media provides an
additional vector for boundary crossings. As such,
providers are encouraged to review their privacy settings to
prevent requests and follows (Lannin & Scott, 2013) and
consider implementing a policy that outlines expectations
for contact on social media for both patient and provider.
Importantly, strong clinical judgment must be used if cross-
ing boundaries, along with thorough documentation of the
rationale for doing so (Smith & Fitzpatrick, 1995).

3 | CONCLUSION

We outlined several issues for mental health providers to
carefully consider when implementing new technology into
research and practice. We discussed the importance of
obtaining adequate training on the use of technology
media, considerations for relevant legal and ethical issues,
methods for keeping electronic communication with
patients discreet—secure and free from interception—and
strategies for placing restrictions on when and how such
communication may be used with the provider. Our empha-
sis is that clinicians should demonstrate thoughtful consid-
eration prior to the usage and adoption of new technologies
in clinical practice and research. We advocate for practi-
tioners to utilize strong standards of privacy, confidential-
ity, and security. Additionally, the American Psychological
Association has not yet outlined standards of care, compe-
tencies, or expectations for training; researchers have called
attention to the need for this development at systemic
levels (Barnett, 2011; Colbow, 2013; Lustgarten & Col-
bow, 2017). The broader mental health community should
adopt standards similar to the American Counseling Asso-
ciation’s (2014) Code of Ethics, which dedicates an entire
section (H) to “Distance Counseling, Technology, and
Social Media” (p. 17). Future research and literature should
investigate implementation strategies for technology train-
ing in both doctoral and postdoctoral studies (e.g., work-
shops and continuing education opportunities). Although
technologies are constantly shifting and changing, a set of

competencies will help mental health practitioners navigate
issues of ethics and laws.
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