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a b s t r a c t

Electronic data breaches and internet “hacking” are common threats to individuals' security, frequently
reported in news media. Our aim was to determine the anxiety and stress associated with possible
internet hacking. We utilized an online survey, sampling 304 adult participants. We assessed resting
anxiety e that is, “worry, anxiety, or stress” reported at the beginning of the survey. We also assessed
anxiety related to possible data breaches. Internet hacking (or “Data breach”) anxiety was rated with
somewhat greater severity than resting anxiety. Higher resting anxiety was not related to data breach-
related anxiety, indicating that data breach anxiety is specific. Demographic characteristics and secure
online practices were not associated with internet hacking anxiety. Anxiety related to data breaches is
important to study. However, behaviors intended to protect internet security are rare; education and
intervention is needed to reduce anxiety and increase internet security.

© 2015 Elsevier Ltd. All rights reserved.
1. Introduction

On a weekly basis the news media reports on new electronic
data breaches or “hacking” incidents. Data breaches have occurred
in prominentmultinational companies such as Target, Home Depot,
Staples (NBC News, 2014, October 10), andmost recently Sony Films
(Barnes, Harp, & Jung, 2002; Zetter, 2014, December 23), affecting
many millions of people in the U.S. alone (NBC News, 2014, October
10). Also controversial are Edward Snowden's recent revelations of
dragnet-style mass surveillance efforts by the U.S. intelligence
community, including the National Security Agency (NSA), of
Americans and people from across the world (Greenwald, 2014;
Greenwald, MacAskill, & Poitras, 2013). The surveillance methods
reported are intrusive, involving for example, building back doors
into internet routers for NSA interception, using radio frequencies
to monitor off-line computers, and NSA hacking of Yahoo and
Google data centers (Greenwald, 2014). It appears that everyone's
data may be vulnerable, which could lead to fear and anxiety.
However, the research on the mental health consequences of these
electronic data compromises is scarce.
y, University of Toledo, Mail
390, USA.
Electronic data breaches are a prevalent problem. In the U.S.,
nearly one-half of people were victim to such internet hacking in
the past year, with unauthorized access to such personal data as
names, credit card information, birthdates and addresses (Pagliery,
2014, March 28). In a recent Wall Street Journal/NBC News poll, 45%
of Americans indicated having previously received a breach letter
from a store or credit card company that their payment info had
been breached (Yadron, 2014, December 17). In fact, it is not diffi-
cult for bad actors or “hackers” to retrieve such information online
(Daily Mail Reporter, 2011, May 27). Furthermore, there are many
internet security vulnerabilities that can contribute to successful
data breaches (Pagliery, 2014, March 28).

There is a growing recognition and concern that our electronic
data are not secure (reviewed in Belanger & Crossler, 2011). In a
recent Pew research poll of 607 Americans, 91% of respondents
reported concern that they have lost control over how their elec-
tronic data are collected and used (Kedmey, 2014, November 12).
Specifically, more than half of respondents reported feeling inse-
cure about sharing private data on social media, through instant/
text messaging (which we will refer to as IM), or email (Madden,
2014, November 12). Older adults in particular were more likely
to perceive technologies such as social media and IM as insecure.
Another Pew poll, of 498 adults, found that the vast majority of
respondents do not feel confident that their data are being pro-
tected by the government or private industry (Madden & Rainie,
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2015, May 20). These results are consistent with a recent global
survey of more than 23,000 people in 24 countries, finding that
two-thirds of the sample reported being more concerned about
online privacy than they were a year ago (Centre for International
Governance Innovation & IPSOS, 2014, November 14). The global
survey also found that nearly 80% of respondents are concerned
about hacked financial and other online accounts, as well as com-
panies monitoring their online activity for commercial sale. Finally,
in a sample of nearly 2000 Finnish subjects, the most concern was
expressed about such scenarios as domestic video surveillance,
phone and text message recordings, and computer keystroke log-
ging (Oulasvirta, Suomalainen, Hamari, Lampinen, & Karvonen,
2014).

Along with this concern is a growing recognition that better
internet security behavior is needed (Nazareth & Choi, 2015). The
Pew poll found that 6 in 10 respondents indicated an interest to do
more to protect the privacy of their personal information online
(Madden, 2014, November 12). In another survey, one-third of
Americans surveyed reported improving their online security
directly in response to Apple's recent iCloud vulnerability that left
numerous celebrities' sensitive photos exposed for bad actors to
publish online (Lovejoy, 2014, September 8). In the global survey,
among those aware of the Edward Snowden revelations, 39% of
those respondents reported taking steps to protect their electronic
security as a result (Centre for International Governance Innovation
& IPSOS, 2014, November 14). This awareness and need for action
promoted the appearance of a new anti-hacking and anti-
surveillance industry, with advocacy and technological solutions
(Angwin, 2014; Electronic Frontier Foundation, n.d.; Reader, 2014,
July 20). A recent review outlines various concrete solutions people
can take to preserve electronic privacy and security online (Elhai &
Frueh, in press). However, people are generally not using the more
helpful strategies (Madden & Rainie, 2015, May 20), and several
factors may play a role, such as lack of knowledge, uncertainty,
normative behavior (Acquisti, Brandimarte, & Lowenstein, 2015),
inadequate employer privacy policies (reviewed in Be
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langer &
Crossler, 2011), and particular demographic characteristics (Litt,
2013).

In sum, data breaches are common, people are concerned about
them, and are now attempting to take action to protect themselves
online. Our research questions are: 1) Are people's perceptions of
the scope and impact of data breaches associated with emotional
distress, such as stress or anxiety? And 2) Does securing one's
online accounts help alleviate stress or anxiety associated with
these data breaches?

We will refer to the perceived stress or anxiety associated with
hacking/electronic data breaches that may occur as “hacking anx-
iety” or “electronic data breach anxiety.” This concept directly
captures the emotional consequence of feared breaches to elec-
tronic data. Chai and colleagues defined a similar construct they
termed “information privacy anxiety,” which involves “… an in-
dividual's cognitive assessment of his or her vulnerability and the
possibility that an information privacy breach might occur” (Chai,
Bagchi-Sen, Morrell, Rao, & Upadhyaya, 2009, p. 170). However,
their use of the term “information” is somewhat ambiguous and the
construct itself is more focused on “privacy” rather than the
compromise to this privacy. This construct of hacking anxiety is also
somewhat related to research on fear appeals as a determinant of
online protection behavior (Johnston&Warkentin, 2010), as well as
information privacy concern (Malhotra, Kim, & Agarwal, 2004;
Osatuyi, 2015; Oulasvirta et al., 2014).

In the present study, we attempt to answer these research
questions using empirical data from an online, community survey.
Our study is timely, given the recent well-publicized hacking in-
cidents and Snowden revelations.
2. Method

2.1. Procedure

In November 2014, we recruited participants on Amazon's Me-
chanical Turk (Mturk) system. Mturk is an internet labor market,
including the option for subject recruitment for research experi-
ments. We specifically chose Mturk for participant recruitment in
order to obtain a sample of people likely to be avid technology and
internet users. Thus being technology users, participants are at
some level of risk for a data breach. Studies demonstrate that Mturk
offers participants who are at least as demographically diverse as
those found in traditional internet panels, and more diverse than
college student samples (Buhrmester, Kwang, & Gosling, 2011).
Mturk has the advantage of yielding good data quality at relatively
low financial cost (Paolacci & Chandler, 2014; Shapiro, Chandler, &
Mueller, 2013).

On Mturk, we described the study as a 10-min survey on opin-
ions and experiences with the use of mobile devices, offering $1
compensation (translating to a $6/hour wage). The study was
advertised as being open to people aged 18 or over (an account
requirement on Mturk), English speaking, in the U.S. and Canada
(verified by online screening questions using branch logic). Based
on available funding, we allowed up to 304 participants to sign up.
Eligible participants were routed to an online consent statement to
be approved after the study's nature and potential consequences
were displayed. Subsequently, a web survey was administered,
hosted on Psychdata's secure web servers. Participants were
credited to their Amazon Payments account after participation.

The web survey questionnaire (available from the first author)
first inquired about demographic characteristics, such as sex, age,
and gender. We asked about “resting anxiety” by asking “How
worried, anxious or stressed do you feel right now?”, thus using
similar anxiety descriptors to those from established anxiety
measures (Meyer, Miller, Metzger, & Borkovec, 1990; Spitzer,
Kroenke, Williams, & L€owe, 2006). We used a scale from 1 ¼ “Not
at all” to 7 ¼ “Very much”. Next, we asked about specific electronic
devices and online services used by participants, such as computing
andmobile devices, wearable trackers, voice and video calls, instant
messaging and social media.

We also inquired about “data breach anxiety” by asking “How
worried, anxious or stressed do you feel about the following events
potentially happening to you?”, listing 10 specific electronic secu-
rity breach types (see Table 1 for these breach types). We further
inquired about electronic security services participants' may use to
protect data and communication, including, for example, device
passwords/codes, encrypted computers and email, firewalls, and
virtual private networks. We also asked about vulnerabilities or
unsafe electronic practices, such as leaving non-password-
protected devices unattended. And we inquired about previous
technology data breaches, including compromised email, social
media and financial accounts, and unauthorized access to one's
computer/mobile device. Finally, participants were routed to a
screen that thanked them for their participation.

2.2. Participants

The average age of participants was 32.61 years (SD ¼ 9.78),
ranging from 18 to 67. Educational level averaged 3 years of college
(M years ¼ 14.90, SD ¼ 2.00). Most participants reported being in
the U.S. (n ¼ 302, 99.3%), with two participants in Canada (.7%).
Slightlymore than half the sample comprisedmen (n¼ 169, 55.6%).
Racial background was mostly Caucasian (n ¼ 251, 82.6%), with 28
African Americans (9.2%), 19 Asians (6.3%), 10 Native Americans
(3.3%), and 2 Native Hawaiian/Pacific Islanders (.7%). 25



Table 1
Comparison of resting anxiety vs. electronic data breach anxiety ratings.

Resting anxiety M (SD) df F p h2

2.45 (1.54)

Data breach anxiety from:
IM intercepted 2.62 (1.84) 1,301 1.72 .19 .01
Email hacked 3.96 (1.94) 1,299 128.74 <.001 .30
Cloud storage account hacked 3.29 (2.16) 1,299 35.72 <.001 .11
Social media account hacked 3.50 (2.05) 1,300 58.94 <.001 .16
Personal information posted by others to the internet 3.62 (2.01) 1,298 69.34 <.001 .19
Sensitive photos posted by others 3.48 (2.38) 1,298 43.92 <.001 .13
Theft of internet account password 4.71 (1.60) 1,300 282.49 <.001 .49
Financial account hacked into 5.35 (1.91) 1,300 466.52 <.001 .61
Computer/phone accessed without permission 4.47 (1.97) 1,299 217.35 <.001 .42
GPS tracking without permission 3.95 (2.16) 1,300 99.76 <.001 .25
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participants were Hispanic or Latino (8.4%). Most participants re-
ported being employed full-time (n ¼ 201, 66.1%), or part-time
(n ¼ 51, 16.8%). Students comprised 12.6% of the sample (n ¼ 38).
The majority were single (n ¼ 130, 43.0%) or married (n ¼ 106,
35.1%); 46 (15.2%) were cohabitating with a significant other.
Annual household income was less than $25,000 for 63 subjects
(21.0%), $25,000 to less than $50,000 for 115 subjects (38.2%),
$50,000 to less than $80,000 for 81 participants (17.9%), and
$80,000 or more for 42 subjects (14.0%).

Overall, the sample reported a moderately high level of digital
connection. Nearly half the sample (n ¼ 142, 46.9%) reported three
or more hours daily of smartphone use. Only 21 (7.3%) reported no
smartphone use. Internet browser use was reported for 5 or more
hours daily by 156 subjects (51.7%), and less than an hour daily by
18 subjects (6.0%). At least 1 h of daily social media use was re-
ported by 160 participants (52.8%) and no use was reported by 14
participants (4.6%). Finally, frequency of IM use of at least 5 out-
going messages per day was reported by 202 people (66.7%).

Regarding previous data breach experiences, 101 (33.7%) of the
sample endorsed having had their “email compromised, hacked, or
broken into.” Additionally, 57 subjects (19.0%) indicated that they
had experienced their “social media account compromised, hacked
or broken into.” 104 participants (43.6%) indicated that their “bank
account or credit card had unauthorized charges made by an un-
known person.” And finally, 46 people (15.2%) experienced “infor-
mation/data accessed from your computer, phone, etc., by someone
not authorized to do so.”
3. Results

3.1. Electronic data breach anxiety

We conducted repeated measures analyses of variance (ANOVA)
to assess the difference between resting anxiety from data breach
anxiety in response to the 10 specific types of hacking incidents
that could happen to the respondent. Table 1 demonstrates that the
sample reported significantly more anxiety from most electronic
data breaches as compared to resting anxiety, with mostly large
effect sizes.

Next, we examined the extent to which resting anxiety corre-
lated with data breach anxiety. Table 2 demonstrates that some
hacking anxiety ratings were significantly correlated with resting
anxiety, but not others. Only intercepted IM, hacked email, hacked
cloud storage, hacked social media and internet account password
theft were significant at the alpha <.05 level. All of these correla-
tions were small in absolute size, suggesting that resting anxiety
did not seem to have a strong impact on anxiety ratings in response
to potential data breaches. In the far right column, we display
partial correlations, controlling for gender and age, which dem-
onstrates even smaller correlations.

3.2. Latent modeling of data breach anxiety ratings

We next calculated the difference between resting anxiety and
each of the 10 data breach anxiety ratings. This calculation was
aimed at deriving 10 ratings of hacking anxiety after subtracting
resting anxiety e to form a more conservative estimate of data
breach anxiety, used in subsequent analyses.

We modeled these 10 anxiety difference ratings using confir-
matory factor analysis (CFA) (see Fig. 1). The aim of CFA was two-
fold: 1) to assess the extent to which anxiety ratings from the 10
types of data breaches form a unitary latent construct, and 2) to
potentially use a single latent factor of breach anxiety in subse-
quent analyses. We used maximum likelihood estimation, using a
Pearson covariance matrix and linear regression coefficients for
estimating factor loadings. Each rating was normally distributed.
We estimated two residual error covariances between sets of items
highly correlated and conceptually similar: anxiety from a) internet
account hacking with financial account hacking (which can involve
the same account), and b) social media account hacking with per-
sonal information resharing on social media. A one-factor model fit
well based on most fit indices (Hu & Bentler, 1998), Х2(33,
N ¼ 302) ¼ 267.97, p < .001, Comparative Fit Index ¼ .93, Tuck-
ereLewis Index ¼ .90, Root Mean Square Error of Approximation
¼ .15, Standardized Root Mean Square Residual ¼ .04. Factor load-
ings were uniformly .8 or higher. Using CFA and exploratory factor
analysis, we did not find support for more than one latent factor.

3.3. Data breach anxiety and relations with demographics

We tested for demographic associations with the hacking anx-
iety factor using a multiple indicators and multiple causes (MIMIC)
model. We separately tested the role of sex (coded 1 ¼ male vs.
2 ¼ female), age, years of schooling, employment status (coded
1 ¼ employed vs. 0 ¼ unemployed), and household income (coded
1 ¼ less than $35,000 vs. 0 ¼ at least $35,000), using bivariate
regression analyses within MIMIC modeling. No demographic
variables were significantly related to the data breach anxiety, all
ps > .05.

3.4. Data breach anxiety and relations with electronic breach
history

Next, we used bivariate regression in the context of MIMIC
modeling, as above, testing the role of reporting previous personal
electronic breaches on the current data breach anxiety factor. As



Table 2
Relationship between resting anxiety vs. electronic data breach anxiety ratings, and controlling for age and gender.

Resting anxiety r p Partial r (for gender and age)

IM intercepted .13 .02 .09
Email hacked .12 .04 .11
Cloud storage account hacked .15 .01 .13
Social media account hacked .14 .02 .12
Personal information posted by others to the internet .10 .10 .07
Sensitive photos posted by others .11 .06 .06
Theft of internet account password .13 .03 .12
Financial account hacked into .09 .13 .08
Computer/phone accessed without permission .08 .17 .07
GPS tracking without permission .04 .55 .00
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predictors, we used items that involved whether the respondent
endorsed the following types of prior electronic breaches (each
endorsed as 1 ¼ yes vs. 2 ¼ no): lost or stolen cell/smartphone, lost
or stolen tablet, lost or stolen computer, unauthorized access of
data on an electronic device, email hacking, social media hacking,
accidental posting of sensitive information outside one's private
network, and unauthorized financial account access. None of the
prior hacking incidents were significantly related to current data
breach anxiety, all ps > .05.
3.5. Data breach anxiety and relations with security precaution use

We next used bivariate regression within MIMIC modeling to
examine the relationship between current use of methods for
protecting electronic data (1 ¼ yes, 2 ¼ no) and the data breach
anxiety factor. We used electronic precaution variables including
the use of: passcode/fingerprint on one's smartphone, tablet
passcode, computer passcode, encrypted computer, antivirus soft-
ware, firewall, virtual private network (VPN), encrypted email, and
self-destructing messaging (i.e., email or IM service with auto-
matically or customized message expiration). Only the use of a
passcode or fingerprint lock on one's smartphone was associated
with hacking anxiety e unexpectedly, the use of such a code was
associated with significantly more anxiety about data breaches,
B ¼ �.26, SE ¼ .12, b ¼ �.13, p ¼ .03. We re-conducted this analysis
using multiple regression within MIMIC modeling (using all of
these security precaution predictor variables simultaneously).
Adjusting for these other predictor variables, none were statisti-
cally predictive of hacking anxiety; though encrypted computer
Fig. 1. Confirmatory factor analysis of data breach anxiety, including standardized
factor loadings.
encryption approached significance, B ¼ �.25, SE ¼ .13, b ¼ �.12,
p ¼ .06.

Findings on the lack of substantial relationships between elec-
tronic security precaution use and data breach anxiety parallel
other findings from our dataset. Whenwe asked respondents about
the extent to which their use of these security precautions in
general reduces their anxiety about a data breach, few subjects
reported “very much” (n ¼ 8, 2.7%) or “quite a bit” (n ¼ 46, 15.3%).
Most subjects reported only “a little bit” (n ¼ 122, 40.5%) or
“moderately” (n¼ 116, 48.5%), with few reporting “not at all” (n¼ 6,
2.0%) or that they did not use these services (n ¼ 3, 1.0%).

Table 3 displays how frequent the electronic precaution
methods were used by respondents. The vast majority of re-
spondents reported using antivirus and firewall software. However,
a passcode is used by slightly less than two-thirds of respondents
on their smartphones, and by less than half of respondents on their
tablets. Barely more than one-quarter of respondents use a VPN,
encrypted email or computer encryption; less than 5% use self-
destructing messaging.

4. Discussion

We examined anxiety and stress from electronic data breaches.
Despite recent findings that people are concerned about hacking
(Centre for International Governance Innovation & IPSOS, 2014;
November 14; Madden, 2014, November 12), it was previously
unclear whether such concern translated to heightened levels of
anxiety or stress.

We found that ratings of data breach anxiety were somewhat
higher than that of resting anxiety. The modern threat of electronic
data breaches is not the same as everyday stress or life hassles.
Given recent trends of data breaches from businesses (NBC News,
2014, October 10; Yadron, 2014, December 17; Zetter, 2014,
December 23) and surveillance from the intelligence community
(Greenwald et al., 2013), such anxiety and stress may be an ongoing
concern for some time.

Resting anxiety was not substantially related to hacking anxiety,
with or without adjusting for gender and age; in fact, the strength
Table 3
Prevalence of using electronic security precautions.

Security precaution Yes n (%) No n (%)

Code on phone 182 (60.3%) 120 (39.7%)
Code on tablet 111 (37.0%) 189 (62.2%)
Code on computer 207 (68.8%) 94 (31.2%)
Encryption on computer 72 (25.3%) 213 (74.7%)
Antivirus scanner use 266 (89.0%) 33 (11.0%)
Firewall use 257 (89.2%) 31 (10.8%)
VPN use 73 (27.5%) 192 (72.5%)
Encrypted email use 75 (27.9%) 194 (72.1%)
Self-destructing messaging use 11 (3.7%) 283 (96.3%)
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of these correlations was generally small e around .10 (Cohen,
1988). Thus it is not only people whose resting stress and anxiety
is high who are anxious about potential data breaches. In other
words, data breach-related anxiety does not appear to represent an
aspect of trait anxiety; it seems more state- or stimulus-based. We
would argue that such anxiety canwax and wane depending on the
extent to which such data breaches are reported by the media and
come to the subject's attention (Chai et al., 2009), which have been
increasing (Greenwald et al., 2013; NBC News, 2014, October 10;
Yadron, 2014, December 17).

What predicts data breach anxiety, if not resting anxiety?
Participant demographic characteristics do not seem to play a role.
It appears that this anxiety cuts across the board, regardless of
socioeconomic status. Previous personal experiences with hacking
also did not seem to play a role. Future research should examine
mediating variables that may explain relations with data breach
anxiety. For example, although not investigating data breach anx-
iety per se, Oulasvirta et al. (2014) found that when participants
perceived that data collectors (e.g., websites, telecommunications
companies, etc.) were not transparent about the nature or in-
tentions of electronic data collection or surveillance, participants
had significantly greater concern for their information privacy.
Even without previous experience with a breach, people likely
know that a data breach can cause depletion in finances, violate
privacy and take time to remedy the breach. Thus it is not sur-
prising that the public feels that they have lost control over their
data (Madden, 2014, November 12) and are concerned about online
privacy (Centre for International Governance Innovation & IPSOS,
2014, November 14).

One problem emerging from our findings is that most subjects
are not using advanced, secure methods of safeguarding their data,
such as encryption. This is supported by Pew Research polls finding
that the more effective and sophisticated methods such as
encrypted communication and use of a VPN are used by relatively
few respondents (Madden & Rainie, 2015, May 20; Rainie, Kiesler,
Kang, & Madden, 2013, September 5). As such, it is not surprising
in our study that the mild safeguards used by subjects are not
making them feel less anxious about online breaches. There is
probably a knowledge gap whereby the general population does
not really know how to safeguard their privacy on the internet
(Acquisti et al., 2015). In fact, 59% of the Pew poll's respondents
reported feeling that it is not possible to be completely anonymous
online (Rainie et al., 2013, September 5). People likely know only
the basics such as using a firewall and antivirus software, but
perhaps they do not know that this is not enough e especially
based on demographic characteristics such age and gender (Litt,
2013).

Relatedly, Chai et al. (2009) theorized that one important factor
explaining the active safeguarding of one's electronic privacy is
anxiety about data breaches, referred to by the authors as “infor-
mation privacy anxiety.” Thus data breach anxiety, as well as
related fear appeals (Johnston&Warkentin, 2010), should motivate
subjects to better equip themselves with better online security.
Other important predictors of safeguarding one's data in Chai
et al.'s study included perceived self-efficacy about using secure
technology methods, as well as the perceived importance of doing
so, also supported in Lee, Larose, and Rifon (2008). Other research
demonstrates that anxiety about computer technology is associated
with concerns about information privacy (Osatuyi, 2015). Thus data
breach anxiety appears important, but it is not the only variable
that would lead individuals to secure themselves online.

Limitations in our study include that we relied on self-report by
participants. Additionally, because we inquired about several
different types of electronic data breaches, we only used single-
item assessments of anxiety from those data breach types, rather
than using a standardized assessment of anxiety with previously
established psychometrics. Additionally, we must acknowledge
that our data were cross-sectional, and thus causality should not be
inferred. For example, our significant association found between
using a phone passcode and higher breach anxiety could suggest
that using a passcode drives anxiety. Or, it could suggest that people
high in data breach anxiety are more likely to attempt to reduce
anxiety by implementing a passcode. Finally, albeit by design, we
did not use a truly representative sample of respondents.

Future research should inquire further about data breach anxi-
ety, using more diverse samples of participants. Inquiring about
anxiety from business data breaches vs. intrusive government
surveillance would help tease apart the source of such anxiety.
Additional mediating variables could be examined to explore
mechanisms underlying relations between data breach anxiety and
protective security behaviors aimed at alleviating such anxiety and
enhancing security. Future studies could examine the role of
mediating variables, such as technology expertise and data breach
knowledge, in explaining the relationship between breach anxiety
and protective behaviors. Future research could also explore this
issue subjects low in technology expertisee in contrast to the more
technologically-savvy Mturk users.
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